SELLER IMPERSONATION FRAUD

IN REAL ESTATE

TITLE SERVICES

TAKE PRECAUTIONS

SOURCES

= Contact the seller directly at an independently
discovered and validated phone number

= Mail the seller at the address on tax records,
property address, and grantee address (if different)

m Ask the real estate agent if they have personal or
verified knowledge of the seller’s identity

MANAGE THE NOTARIZATION

mRequire the notarization be performed by a vetted
and approved remote online notary, if authorized
in your state

= If remote online notarization is not available, the
title company should select the notary. Examples
include arranging for the seller to go to an attorney's
office, title agency, or bank that utilizes a credential
scanner or multifactor authentication to execute
documents

VERIFY THE SELLER’S IDENTITY

= Send the seller a link to go through identity
verification using a third-party service provider
(credential analysis, KBA, etc.)

= Run the seller's email and phone number through a
verification program

= Ask conversational questions to ascertain seller's
knowledge of property information not readily
available in public records

m Conduct additional due diligence as needed

USE THE PUBLIC RECORD

= Compare the seller’s signature to previously
recorded documents

m Compare the sales price to the appraisal, historical
sales price, or tax appraisal value

CONTROL THE DISBURSEMENT

m Use a wire verification service or confirm wire
instructions match account details on seller’s
disbursement authorization form

= Require a copy of a voided check with a
disbursement authorization form

m Require that a check be sent for seller proceeds
rather than a wire

FILE FRAUD REPORTS

n|C3.gov
m Local law enforcement

m State law enforcement, including the state bureau
of investigation and state attorney general

= Secretary of state for notary violations

FIGHT FRAUD WITH INDUSTRY PARTNERS

m Educate real estate professionals in your
community, such as county recorders, real estate
agents, real estate listing platforms, banks, and
lenders

m Host educational events at the local or state level

= Alert your title insurance underwriter of fraud
attempts
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